3awumta u JimueH3nposaHve

MporpammHoe obecneyeHne Guardant npegoctaBnsieT apeKTUBHbIE MHCTPYMEHTbI AN obecneyeHust 3awmThbl Nto6oro NporpammHOro npoaykra.
Guardant no3BonsieT co3gaBaTh CUCTEMbI 3aLUMUTHI MIOGOr0 YPOBHS CIOXHOCTMW, B TOM YKCIE, U Takne, B3fIOM KOTOPbIX ByAeT HEBO3MOXEH M
3KOHOMMYECKM HEBbIroaeH. CTOMKOCTb U HAAEXHOCTb 3aLUMTbI HANPSMYH 3aBUCUT OT CTENEHW NPOAYMAHHOCTU U NPaBUNBLHOCTU YCTaHOBKM CUCTEMBbI
3aLmThl. 34eCb ONUCHIBAKOTCS OCHOBHbIE AECTBUSI, KOTOPbIE HEOGXOAMMO BbINOSHUTL AJ1S YCTAHOBKM 3aLmThbl. CUCTEMBI 3aLLUMTHI, OCHOBAHHbIE Ha
MCMOJIb30BaHUMN 3MEKTPOHHbIX KITH0YeR, MOryT BbIMOMHATL PsiA NPOBEPOK Pa3NUYHON CTENeHN CNoXHOCTU. CaMble NPOCTble — NPOBEPKN HANMuKs Knova ¢
3afaHHbIMK cBOMCTBaMU. OHU BbINOMHSAOTCS BbICTPO 1 MOTYT UCMONBb30BaTbCS AOCTAaTOYHO YacTo. bonee cnoxHble NpPoBepKX NCNONb3yT
npeo6pasoBaHne MHGOpPMaLIMM NPU NMOMOLLM SMEKTPOHHBIX KItoYel. MockonbKy KoY SBISETCS UHTEMNEeKTyarnbHbIM YCTPOUCTBOM, OH MOXET BbIMNOMHSATH
npeobpasoBaHune MHOPMaLLMK No crelmnanbHbIM anroputmam. PaspaboTyumky cucTeMbl 3aluThbl MOTYT CaMu Co3aaBaTh AECKPUMTOPbL! anropuTMOoB U
3anucbiBaTb UX B MAMsiTb Ktoya npy NOMOLLM YTUIIMT NPOrpaMMUpoBaHus. Takas BO3MOXHOCTb AernaeT CUCTEMY 3aLLuThbl YHUKANbHOM.

MO Guardant nogaepxvBaeT ABa MeToAa 3aLnTbl:

® ABTOMaTMYeckasi 3aluTa roToBbIX NPUNOXKEHWIA
® 3awwta npu nomowm Guardant API

ABTOMaTM4yeckas 3awurta

MeToa ocHoBaH Ha 06paboTke roToBbIX NPUMOXEHUI YTUIMTON aBTOMaTUYeCKon 3awnTbl M3 coctasa O Guardant. B pesynbTaTe npunoxexHve
NpUBSI3bIBAETCS K ANEKTPOHHOMY KIHOYY U NOMyYaeT 3almTy OT OTNaayvKoB 1 AnsaccembnepoB. ABTO3alLmMTa UMEET MHOXECTBO PEXUMOB, KOTOpPbIE
NO3BONSAT HACTPOUTL MPUSIOXKEHWE HA NapaMeTpbl ANEKTPOHHOrO Krtova (NpuesisaTthb ero k ID, cepninHOMy HOMepY U T. A.), OFPaHUYUTb YMCIO 3anyCKoB
1nu Bpemsi paboTbl MPUIOXEHNSA U T. 4.

OcHoBHOE NpenMyLLECTBO MeToa — B MaroM BpEMEHN YCTaHOBKM 3awwuTbl. Ha cam npouecc TpebyeTcst BCero Heckonbko MUHYT. Kpome Toro, ans
YCTaHOBKM 3aLUMTbl HE HYXXHbl CrieumarnbHble 3HaHUsi. ITOT MeToA NPUMEHUM Jaxe B TeX Cryvasix, Korga oTCyTCTBYeT UCXOAHbIN KOA NPUIIOKEHNS], U HET
BO3MOXHOCTU pa3paboTaTtb cuctemMy 3awmtbl Ha 6ase Guardant API.

[MaBHbIi HEAOCTATOK METOAA B TOM, YTO OH HE MOXET 06EeCneynTb NPUIOKEHNUI0 OCTaTOMHON 3almieHHOCTM. Cama CyTb MeTo[a ykasblBaeT Ha To, YTO
3alMTa He MOXeT COCTaBIATb C NPUNOXeHUeM eauHoro Lenoro. OHa yCcTaHaBNMBAETCA Ha y)Xe rOTOBOE NMPUIIOXKEHNE, Kak Obl «MPUKIIENBAETCS» K HEMY,
NosTOMY eCTb BEPOSITHOCTb TOTO, YTO OHa MOXET GbITb CHsITa XakepoM. Kpome Toro, MeTo He MoXeT 06ecrneuntb HecTaHaapTHOM NOrMKK paboThbl
3aLUUThI, YTO OYEHb BaXKHO AJ1S MOBbLILLEHUS] CTOMKOCTU K B31OMY.

Cxema paboTbl aBTOMaTUYECKOW 3aLUUThI:

®  YTunuta aBTOMaTUYECKOW 3aLLnThl BNUCLIBAET B TENO 3aLLULLAEMOrO npunoxexHua MCMNOMNHSAeMbIN MOAYyINb — BHYTPEHHIOK BakUUHY.
® B MOMEHT 3anycka npunoXXeHnsa BHYTPEHHAA BakUWHa Bbi3blBAET U3 OTAENbHOIO anna BHELLHIO BaKUUHY.
® BHelwHAs BakUMHA npownssoanT HeobxoanMble npoBepkn n npeoGpasoBaHMﬂ W 3anyckaeT 3alneHHoe nNpunoxeHune

Bonee nogpo6Hyto MHbopMaLmIo CM. B . ABTOMATUYECKME UHCTPYMEHTHI.

3awwmTa npu nomowm Guardant API

MeToa ocHoOBaH Ha ncnonb3oBaHWUKM cneumanbHbix pyHkunin Guardant API, cobpaHHbIx B 06bekTHbIX Mogynsix. PyHkuum APl obecneunBatoT BeINonHeEHNe
C KMo4YoM NoBbIX onepaumnii: oMcka, YTEHUA 1 3anncu NaMaTi, YCTaHOBKM annapaTHbIX 3anpeTos, KOAWPOBaHUS AaHHbLIX MPY MOMOLLM annapaTHbIX
anropuTMoB 1 T. A. [ins yCTaHOBKW 3aLLMTbl MO 3TOMY METOAY HY>XHO BCTaBUTb BbI30BbI (PyHKUMI APl B UICXOOHbBIE TEKCTHI MPUMOXEHUS U CKOMNUNMPOBATb
NX C OOBEKTHBIMU MOAYNSAMM.

naBHOE NpenmyLLECTBO METOAA B TOM, YTO OH obecneunBaeT Hen3meprmo Gornee BbICOKUIN YPOBEHb 3aLUMLLEHHOCTM. 3awwuTa (Npy NpaBuibHoN ee
ycTaHoBke) obpasyeT C NpuroxeHWeM Hepa3pblBHOE Lienoe, cnefoBaTenbHO, yAanuTb ee Xxakepy BECbMa CIOXHO.

DyHkummn Guardant API no3BonsitoT BbINOMHUTL C KIOYOM NoByto onepaumio, obpaboTtatb Nobor AOCTYMNHbIA y4acToK ero NaMaT — MHbIMKU CroBamu,
BO3MOXHOCTM MO KOHCTPYMPOBAHMIO 3aLLUThI OrpaHUYEHbl TOSNbKO haHTasve u Tpyaontobuem paspabotunka. MoxHO BbICTPOUTL MoByto, Aaxe camyro
HecTaHOapTHYH NMOruky paboTbl 3aLUThl, YTO 3HAYMTENBHO OCIIOXHUT Xakepy 3agady ee B3noma. HakoHeu, Tonbko dyHkumm Guardant APl gatoT nonHyto
cBoboay AencTBui No paboTe ¢ annapaTHbIMU anropuTMamu Krtoyen.

Co3sgaHue cucTembl 3alwuThl, NOCTPoeHHOM Ha Guardant APl — 3agaya, fonyckatoLasi MHOXXECTBO PasfnuyHbIX peLleHmnin. B cuny aToro HeBo3MOXHO AaTb
yHMBepcanbHoe 1 AeTanbHoe, NoLaroBoe onMcaHne npoLecca yCTaHoBKM Takomn 3awwuThl. Huxe npeagnaraetcsa nuwb oblias cxema AecTBUi, KOTOPO
cneayet npuaepxveaTbcs B nobom cnyyae:

O3sHakomMbTecb ¢ pyHkumsmmn Guardant API npu nomowm APl Skennopepa (dann GAPIE_GUI_SE.exe) n cnpaeku no Guardant API
M3yunTe TecToBble NpMMepPbI NPOrpaMM Ha COOTBETCTBYHOLLEM A3blke NporpaMMupoBaHus (cM. katanor "%ProgramFiles(x86)%\Guardant\SDK#\S
amples"). B Tectax cogepxatcs npumepbl ucnonb3oBaHus yHkumn Guardant API

® PaspaboTaiTe CBOK CUCTEMY 3aLLMTbI, UCMOMNb3Ys NPUOBPETEHHBIE 3HAHWUS Y PEKOMEHAALIMM, COAEPXaLLMECs B pasaerne 3awumTa npy noMoLm
API

Kakon meTtop BbibpaTb?


https://dev.guardant.ru/pages/viewpage.action?pageId=1277969
https://dev.guardant.ru/display/DOC/API
https://dev.guardant.ru/pages/viewpage.action?pageId=1278021
https://dev.guardant.ru/pages/viewpage.action?pageId=1278021

MoxHo 1cnonb3oBaTh 3T MeTOAbI MO OTAENBHOCTU — TONbKO aBTOMATUYECKYHO 3alLMTY, MO0 TOMLKO 3awmTy ¢ nomoLubio APl OgHako Bce ckasaHHoe
BbllLIe 3aCTaBMseT cAenaTh BbiBOA O HEOOXOAMMOCTI COBMECTHOMO MCMOMNb30BaHUs 0601x METOA0B. TOMBKO Tak MOXHO «CHOXWTb» JOCTOMHCTBA
METO[O0B M «BbI4ECTbY», KOMMNEHCUPOBATL MX HEQOCTaTKN.

Mcnonb3ynte aBToMaTUYeCKyHo 3aluTy Ans TOro, 4Tobbl 3almMTUTL NPUMOXEHME OT OTNaAYMKOB 1 An3accembrnepoB, 3aKoANpOBaTh ero Teno, YKpbiTb OT
MOCTOPOHHMX Na3 BbI30Bbl PyHKUMI API. Kpome Toro — aTo npekpacHbIii METOA 3aLuuThbl OT NobonbITCTBA MIOAEN, HE UMEIOLLMX AOCTaTOUHbIX HAaBbIKOB
B3/10Ma 3aLLUTHI.

OpHako aBTOMaTU4ecKas 3almTta JomkHa ObiTb N1LLL «BHELLHUM YPOBHEM 0BOPOHbI». FApOo Xe ee JomkHa COCTaBNATh 3alumTa Npu NOMOLLN dyHKLWIA
API. IMEHHO €1 Hy>HO NOPY4UTb BCIO OCHOBHYIO paboTy: MPOBEPKyY KMoYa U peakuuio Ha ero oTcyTcTeue, paboTy ¢ namMaTbio U annapaTHbIMU
anroputMamu 1 T. 4. OCo6eHHO BaXXHO MOCTPOUTDL 3aLLUMTY Takum 06pa3oM, YTOBbl OHa cTana HeoTbeMEMON YacTbio CamMoro NPUMNoXxeHus, 6e3 KoTopon
OHO NpOCTO nepecTano 6bl BepHo paboTaTs.
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